
Proposer Name:
Prepared By:  

I. Security Policy YES/NO/NA Comments

1 Is there a corporate information security policy in place? If yes, provide 
as an attachment.

2 Does the policy state what is and is not permissible as it pertains to 
sensitive company and customer information?

3 Does the policy identify what is classified as sensitive company and 
customer information?

4 Does the policy identify management and employee responsibilities 
including contractors?

5 Does the policy identify use of employee owned devices such as laptops, 
smart phones, and any other form of device capable of storing data?

6 Does the policy address change management requirements?

7 Is there a policy on the portable media?(e.g., thumb drives, CDRW, etc.)

8 Will the organization be using A.I. (Artificial Intelligence)  with RSA 
specific information? If yes, explain how. 

9

Are personnel and contract personnel required to have national 
background check performed as part of your security policy?  Please 
provide a copy of Proposers personnel policy if this is separate 
addressing hiring and termination procedures.

1 Are procedures in place to implement the information security policy?

2 Are the procedures and standards evaluated to determine their level of 
impact to the business process?

B. Procedures
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3 Does the project management methodology uphold the security 
practices? If yes, explain how.

4 Are there policy and procedures in place to vet and audit subcontractors 
prior to contract acceptance where applicable?

1 Is there a reasonable and usable information classification policy? 

2 Does the information classification policy address all enterprise 
information?

3 Is an information classification methodology in place to assist employees 
in identifying levels of information within the business unit?

4 Is there an information handling matrix that explains how specific 
information resources are to be handled?
II. Corporate Practices
A. Organizational Suitability

1 The Information Security Program has an executive level committee 
assigned for reporting and guidance purposes?

2 Are employees able to perform their duties efficiently and effectively 
while following security procedures?

3 Does the information security program have its' own line item in the 
budget?

4 Does the security group have the authority to submit needed security 
policy changes throughout the enterprise?

5 Is an annual report on the level of information security compliance 
issued to management?

6 Is there more than one person responsible for the implementation of the 
Information Security Program?
B. Personnel Issues

1 Are employees able to work less than a 50 hour work week on a monthly 
average and complete their assignments?

2 Are employees and project managers aware of their responsibilities for 
protecting information resources via written policy?

3 Are technical employees formally trained to perform their tasks?
4 Are contract personnel subject to confidentiality agreements?

C. Document Handling
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5 Are contract personnel subject to the same policies employees are?

6 Is access to sensitive/confidential information by contract personnel 
monitored?

7 Are national background checks performed on all proposing party 
employees?

8 Is a similar screening process carried out for contractors and temporary 
staff?

9
Does employment application ask if the prospective employee has ever 
been convicted of a crime?  If so, does proposing firm employee 
individuals with felony convictions?

10 Are prior employment verifications performed for initial employment?

11
Are there any current or pending litigations against staff, former staff, or 
contract staff regarding coporate espianage, identity theft, or any other 
areas regarding the security of privacy of confidential information?

C. Training and Education

1 Do employees receive security related training specific to their 
responsibilities?  If yes, please attach a sample.

2 Are employees receiving both positive and negative feedback related to 
security on their performance evaluations?

3 Is security-related training provided periodically to reflect changes and 
new methods?

4 Are system administrators given additional security training specific to 
their jobs?

5 Have employees undergone a HIPAA training class for those handling 
personal health information (PHI)?
D. Oversight and Auditing

1 Is Proposer at minimum AICPA SOC 1 Type 2 compliant for financial 
reporting.  If so, please provide the SOC report(s).

2 Is Proposer's datacenter AICPA SOC 2 Type 2 compliant?  If not please 
comment what compliance level your datacenter facility meets.

3 Are the security policies and procedures routinely tested?
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4 Are exceptions to security policies and procedures justified and 
documented?

5 Are audit logs or other reporting mechanisms in place on all platforms?

6 Are errors and failures tracked?

7 When an employee is found to in non-compliance with security policies, 
has appropriate disciplinary action been taken?

8 Are audits performed on an annual basis?
9 Are unscheduled/surprise audits performed?

10 Has someone been identified as responsible for reconciling audits?

11 Does either an internal or external auditor independently audit 
Proposer’s operational controls on a periodic basis?

12 Is an independent review carried out in order to assess the effective 
implementation of security policies?

13
Can the Proposer provide evidence of having gone through a recent  
audit of their organization’s operational policies, procedures, and 
operating effectiveness, such as a SOC Type 2 report?

14 Have outside audits been performed on internal operations?  Please 
provide copies.

15 Has Proposer experienced a security breach of corporate or customer 
data within the last 10 years?

16 Is there is any concluded or pending litigation against the Proposer or an 
employee related to a contract engagement or security breach?

17 Does the Proposer subcontract services that will be required to fullfil 
services as required in RSA's RFP.

18 Does Proposer have a change management committee?  Does it meet 
on regularly scheduled intervals?
E. Application Development and Management

1 Has an application development methodology been implemented?

2 Are appropriate/key application users involved with developing and 
improving application methodology and implementation process?

3 Is pre-production testing performed in an isolated environment?
4 Has a promotion to production procedures been implemented?
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5 Is there a legacy application management program?
6 Are secure coding standards implemented and are they followed?

7 Are applications testing for security vulnerabilities prior to being released 
to production?

8 Is there a dedicated security team for testing applications for 
vulnerabilities?

9 Are there procedures in place for protecting source code developed by 
the Proposer (physically and electronically)?

10 Is system access and security based on the concept of least possible 
privilege and need-to-know?

11 Does Proposer perform source code reviews for each release?

12 Are backdoors prevented from being placed into application source 
code?
III Physical Security
A. Physical and Facilities

1 Is access to the building(s) controlled?

2 Is access to computing facilities controlled more so than to the building?

3 Is there an additional level of control for after-hours access?

4 Is there an audit log to identify the individual and the time of access that 
is monitored by a group other than Information Technology?

5 Are systems and other hardware adequately protected from theft?

6 Are procedures in place for proper disposal of confidential information?

7 Are proper fire suppression systems located in the facility?

8 Are facilities more than 5 miles from a government facility or airport?

9 Are the servers and facilities that house software documentation and 
programming logic located in a secure facility?

10
Is all confidential and restricted information marked as such and stored 
in a secure area (room, cabinet) with access restricted to authorized 
personnel only?

11
Does Proposer allow employees to work remote or in a virtual 
environment?  Please provide documentation around controls for 
safeguarding computer systems and confidential data.
B. After-Hours Review
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1 Are areas containing sensitive information properly secured?
2 Are workstation secured after-hours?
3 Are keys and access cards properly secured?
4 Is confidential information properly secured?
5 Are contract cleaning crews activities monitored?

C. Incident Handling
1 Has an Incident Response Team (IRT) been established?

2 Have employees been trained as to when the IRT should be notified?

3 Has the IRT been trained in evidence gathering and handling?
4 Are incident reports issued to appropriate management?

5 After an incident, are policies and procedures reviewed to determine if 
modification need to be implemented?

6
Does the Proposer have a process in place to notify IT security of 
breaches and/or problems so that proper notification and correction can 
be done?
D. Contingency Planning

1 Has a Business Impact Analysis been conducted on all systems, 
applications, and platforms?

2 Is there a documented data center Disaster Recovery Plan (DRP) in 
place?

3 Are backup media password protected or encrypted?
4 Has the data center DRP been tested within the past 12 months?

5 Are system, application, and data backups sent to a secure off-site 
facility on a regular basis?

6 Are Service Level Agreements that identify processing requirements in 
place with all users and service providers?

7
Have departments, business units, groups, and other such entities 
implemented business continuity plans that supplement the data center 
DRP?

8 Have Emergency Response Procedures (ERP) been implemented?

9 Have ERPs been tested for effectiveness?
IV. Business Impact Analysis, Disaster Recovery Plan
A. General Review
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1
Backup planning includes identification of all critical data, programs, 
documentation, and support items required performing essential task 
during recovery?

2
The BIA is reviewed and updated regularly with special attention to new 
technology, business changes, and migration of applications to 
alternative platforms?

3 Critical period timeframes have been identified for all applications and 
systems?

4 Senior management has reviewed and approved the prioritized list of 
critical applications?
B. Disaster Recovery Plan (DRP)

1
A corporate disaster recovery plan coordinator has been named and a 
mission statement identifying scope and responsibilities has been 
published?

2 A "worst-case" scenario DRP to recover normal operations within the 
prescribed timeframes has been implemented and tested?

3
Listing of current emergency telephone numbers for police, fire 
department, medical aid, and company officials are strategically located 
throughput the facility and at off-site locations?

4 The backup site is remote from hazards that endanger the main data 
center?

5 Contracts for outsourced activities have been amended to include 
service providers' responsibilities for DRP?

6
Lead times for communication lines and equipment, specialized devices, 
power hookups, construction, firewalls, computer configurations, and 
LAN implementation have been factored into the DRP?

7 At least one copy of the DRP is stored at the backup site and is updated 
regularly?

8 Automatic restart and recovery procedures are in place to restore data 
files in the event of a processing failure?

9 Contingency arrangements are in place for hardware, software, 
communications, software, staff and supplies.

10
Customer software solutions that are being developed and\or in 
production are backed up as part of the Proposer's backup and recovery 
procedures?
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C. Testing
1 Backup and recovery procedures are tested at least annually?

2 Training sessions are conducted for all relevant personnel on backup, 
recovery, and contingency operating procedures?

3
Appropriate user representative have a particular role in creating and 
reviewing control reliability and backup provisions for relevant 
applications?

4 Appropriate user representatives participate in the DRP tests?
Other Issues

1 Provisions are in place to maintain the security of processing functions in 
the event of an emergency?

2 Insurance coverage for loss of hardware and business impact is in 
place?
V. Technical Safeguards
A. Passwords

1 Are host systems and servers as well as application servers secured with 
unique passwords?

2 Are default accounts de-activated?

3 Are temporary user accounts restricted and disabled within 4 hours?

4 Are the password management systems forcing users to change 
passwords every 90 days or less?

5 Are users of all company-provided network resources required to change 
the initial default password?

6 Are the passwords complex? Contain upper case, lower case, special 
character or number, and at least 8 characters long.

7 Do network and system administrators have adequate experience to 
implement security standards?

8 Are reports and logs pertaining to network users reviewed and reconciled 
on a regular basis?

9 Are permissions being set securely?

10 Are administrators assigned a unique ID for access to critical systems?

11 Are administrators using appropriate tools to perform their jobs?
12 Does the application support multi-factor authentication?
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13 Are online systems always secured using SSL encryption?
B. Infrastructure

1 Is the network infrastructure audited on an annual basis?

2 Are network vulnerability assessments conducted on an annual basis?

3 Are changes/improvements made in a timely fashion following network 
vulnerability assessments?

4 If you house or develop solutions around credit card transactions are you 
CISP compliant?
C. Firewalls

1 Are protocols allowed to initiate connections from "outside" the firewall?

2 Has a risk analysis been conducted to determine if the protocols allowed 
maintain an acceptable level of risk?

3 Has the firewall been tested to determine if outside penetration is 
possible?

4 Are other products in place to augment the firewall level security?
5 Are the firewalls maintained and monitored 24x7?
6 Have services offered across the firewall been documented?

7 Has a Demilitarized Zone (DMZ) or Perimeter Network been 
implemented?

8 Has the firewall administrator been formally trained?
9 Is there more than one person administering the firewall?

10 Is the firewall for the ASP separate from the corporate firewall?
D. Data Communications

1 Is there a remote access procedure in place?
2 Is there a current network diagram?
3 Are Access Control List (ACLs) maintained on a regular basis?
4 Is the network environment partitioned?
5 Are the corporate routers separated from the ASP routers?
6 Are the corporate switches separated from the ASP switches?

7 Does the communication equipment log administrative access to the 
systems?

8 Is SNMP data collected from the data communication devices?
9 Is syslog data collected from the data communication devices?

10 Are there standard templates for configuring routers?
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11 Are there standard templates for configuring switches?
E. Databases

1 Are default database passwords changed?
2 Are database administrators trained or certified?
3 Are database backups performed daily?

F. Computing Platforms
1 Are critical servers protected with appropriate access controls?

2 Are development staff administrators on their computers used for writing 
source code?

3 Is there a company image used for corporate PCs and laptops?

4 Does the company have an asset management system to track software 
installed?

5 Is there an anti-virus application installed on all PC's, laptops, and 
servers?

6 Does the anti-virus application automatically update computing assets 3 
times or more per day?

7 Is there a URL filtering solution in place?

8 Do computing assets have a corporate anti-malware application 
installed?

9 Are Internet facing servers protected with host based intrusion 
prevention?

10 Are employees restricted to what can be installed on their computer 
systems? How is this managed for remote employees if applicable? 

11
Do any of the Proposer's computer systems including storage reside on 
a cloud computing environment?  Is it owned and operated by the 
Proposer?  If no, please explain.
G. Intrusion Prevention

1 Is host based intrusion prevention software installed on all Internet facing 
servers?

2 Are network based intrusion prevention systems in-line and defending?

3 Is host based intrusion prevention software installed on all laptops?

4 Is there a dedicated security staff monitoring 24x7 alerts from the host 
based intrusion prevention?
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5 Is there a dedicated security staff monitoring 24x7 alerts from the 
network based intrusion prevention?
VI. Telecommunications Security
A. Policy

1 Is there a published policy on the use of organizational 
telecommunications resources?

2 Have all employees have been made aware of the telecommunications 
policy?

3
Employees authorized for Internet access are made aware of the 
organization's proprietary information and what they can discuss in open 
forums?

4 Employees using cellular or wireless phones are briefed on the lack of 
privacy of conversations when using unsecured versions of technology?

5
The organization has a published policy on prosecution of employees 
and outsiders if found guilty of serious premeditated criminal acts against 
the organization?

6
Are corporate devices such as iPhones or Android based phones 
centrally managed by the Proposer to control rogue software installations 
and protect corporate data?
B. Standards

1 A threshold is established to monitor and suspend repeated 
unsuccessful dial-in or remote access attempts?

2 Access to databases reachable via dial-in or VPN have access control in 
place to prevent unauthorized access?

3 Financial applications available via dial-in or VPN have audit trails 
established to track access and transaction usage?

4 Are audit trails reviewed and corrective action taken on a  regular basis?

5 When possible are acl security programs used to control dial-in or 
remote access to a specific application?

6 Company proprietary data, stored on portable computers are secured 
from unauthorized access?

7 Are corproate emails allowed to be sent from unique domains not one 
used by Proposer such as Gmail or Microsoft Email?
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8 Users of all company-provided communication systems are required to 
change the default or initial password?
C. Practices

1 Security, application, and network personnel actively work to ensure 
control inconvenience is as minimal as possible?

2 Personnel independent of the operations staff and security 
administration review tamper-resistant logs and audit trails?

3 Special procedures and audited userIDs have been established for 
application, system, network troubleshooting activities?

4
Messages and transactions coming in via phone lines are serially 
numbered, time stamped, and logged for audit investigation and backup 
purposes?

5 Employees are made aware of their responsibility to keep remote access 
codes secure from unauthorized access and usage?

6 Removal of portable computers from the corporate locations must be 
done through normal property removal procedures?

7 Employees are briefed on their responsibility to protect the property of 
the company when working away from the corporate environment?

VII. Company Information
A. Public Information

1 Is the company publicly traded?
2 Is the company bonded?
3 Are all employees in the continental US? If not please list.

B. Private Information
1 Are there any planned acquisitions in the next 12 months?
2 Are there current plans to sell the company in the next 12 months?
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